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SECTI ON A - SUPPLEMENTAL | NFORVATI ON

Regul atory Cite Title Dat e
A1 52. 204- 4850 ACCEPTANCE APPENDI X MAR/ 2006
(TACOV

(a) Contract Number Ws6HZV-07-C-B293 is awarded to TFD G oup/ Systenms Exchange, Inc. The Government accepts your proposal dated 30
March 2007 in response to Solicitation Nunber: W6HZV-07-R-0293, signed by Peter Canepa, Chief Financial Oficer, of your conpany.

(b) The contractor, in its proposal, provided data for various solicitation clauses, and that data has been added in this
contract.

(c) Any attachments not included within this document will be provided by TACOM Warren directly to the adm nistrative contracting
officer (ACO via e-nmil, as required. Technical data packages that are only available on CO-ROMwi |l be mailed by TACOM Warren to the
ACO. Wthin one week of this award, any office not able to obtain attachnents from TACOM s website
(https://contracting.tacomarnmy.ml/) and still requiring a copy, can send an email request to the buyer listed on the front page of
this contract.

(d) The follow ng Anmendnent(s) to the solicitation are incorporated into this contract: A001-A003.

[End of O ause]

A2 52. 201- 4000 TACOM WARREN OVBUDSPERSON JAN 2006
(TACOM

I nformation regardi ng the TACOM Warren Onbudsperson is |ocated at the website http://contracting.tacom arny.m|/acqi nfo/ onbudsperson. ht m

[End of d ause]

A3 52. 204- 4016 TACOM WARREN ELECTRONI C CONTRACTI NG SEP/ 2006
(TACOM

(a) All TACOM solicitations and awards are distributed on the TACOM Warren Busi ness Opportunities web page
(http://contracting.tacomarmny.ml/opportunity. htm) and are no |longer available in hard copy. The TDPs and ot her docunents, when
avail abl e electronically, will be an attachnent or linked to the solicitation package on the web.

(b) You may need to use special software to view docunents that we post on the home page. This view ng software is freeware,
avail abl e for downl oad at no cost fromcomercial web sites |ike Mcrosoft and Adobe. In cases where such software is required, we
provide a link fromour page to the commercial site where the software is available. Once you arrive at the software devel oper's site,
follow their instructions to download the free viewer. You then can return to the TACOM hone page.

(c) Unless otherwi se authorized in this solicitation, you are required to submt your offer, bid, or quote electronically, nornally
via email or datafax. For detailed information about subnmitting your offer electronically, please see
http://contracting.tacomarny. m|/acqi nfo/ebidnotice. htm
(1) The proper TACOM addresses for offer subm ssion are:

(i) RFQs: Enmil your quote to the contract specialist's email address found on the RFQ cover sheet or the DD Form 1155.

(ii) RFP and Seal ed Bidding: Enmil your offer to:offers@acomarny.ml If you datafax your proposal/bid, address your
header to: offers@acomarny.ml and fax to the TACOM Network fax Server at datafax nunber 1-586-574-5527.

(2) When datafaxing or emailing an offer, the subnmitted file cannot exceed 7 negabytes. Clearly state Quote, O fer, or Bid on
your fax cover page or on the subject line of the e-nail. Use only one of the terns Quotation, Offer, or Bid depending on the
solicitation type. Include your conpany name and annotate the proper internal TACOM address for proper internal routing.

(3) Authentication for datafax subm ssion is verified by the offeror returned address. Quotes, Bids, or Ofers may be sent via
dat af ax using a personal conputer or a standal one datafax machine. |If you are submtting a datafax, a confirmation of receipt for TACOV

Warren will not be sent.

(d) Any award issued as a result of this solicitation will be distributed electronically. Awards posted on the TACOM Warren
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Busi ness Opportunities web page represent conplete OFFICIAL copies of contract awards and will include the awarded unit price. This is
the notice required by Executive Order 12600 (June 23, 1987)of our intention to release unit prices in response to any request under the
Freedom of Information Act (FOA), 5 USC 552. Unit price is defined as the contract price per unit or itempurchased as it appears in
Section B of the contract and is NOT referring to nor does it include Cost or Pricing data/information. If you object to such rel ease,
and you intend on submtting an offer, notify the PCOin witing prior to the closing date identified in this solicitation and include
the rationale for your objection consistent with the provisions of FOA A release determination will be nade based on rational e given.

(e) If you have questions or need help in using the Acquisition Center Home Page, call our Electronic Contracting Hel p Desk at
(586) 574-7059, or send an emmi|l nessage to: acqcenweb@acomarmy.nml . |If you have questions about the content of any specific item
posted on our home page, please call the buyer or point of contact listed for the item For technical assistance in doing business with
the Governnent, and doi ng business electronically, please visit the Procurenment Technical Assistance Center Wbsite at http://ww. aptac-
us.org/new to find a |ocation near you.

[End of O ause]

A4 52. 214- 4003 ALL OR NONE MAR/ 1998
(TACOM

Ofers in response to this solicitation nust be subnmitted for the total quantity of the itenms identified in the solicitation.
(1) ONLY ONE AWARD W LL BE MADE AS A RESULT OF THI S SOLI CI TATI ON.
(2) OFFERS SUBM TTED FOR LESS THAN THE TOTAL QUANTI TIES OF ALL THE I TEMS IN THI S SOLI Cl TATI ON ARE | NELI G BLE FOR AWARD.

[ End of clause]

Executive Sunmary

This is a contract awarded by the Project Manager of the Stryker Brigade Conbat Team (PM SBCT) for the acquisition of the Stryker
Digital Schematic Tool (SDST). This effort involves the digitization of the systemschematics of the Stryker Family of Vehicles (FOV)
and their use in the creation or adaptation of a software tool that is an interactive diagnostic and training tool that shows the flow
of these system schenatics and allows a user to manipulate that flow by changing the status (active to inactive and back, open to closed
and back, etc.) of system conponents. The SDST will operate independently or when linked to the Stryker Interactive El ectronic

Techni cal Manual (IETM.

*** END OF NARRATI VE A 0001 ***
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
SECTION B - SUPPLI ES OR SERVI CES AND PRI CES/ COSTS
0001 SECURI TY CLASS: Uncl assified
0001AA STRYKER DI Gl TAL SCHEMATI C TOOL ( SDST) 1, 094, 448. 00

CLI N CONTRACT TYPE:
Cost - Pl us- Fi xed- Fee
NCOUN: 1YR SBCT DIG T SCHEMATI C TOOL
PRON: X16GX143X1 PRON AMD: 02 ACRN: AA
AMS CD: 31107180005

Stryker Digital Schematic Tool (SDST) described in
Section C, Paragraphs C.1, C 2, and C 4

(End of narrative B001)

Esti mat ed Cost $1, 004, 080. 00
Fi xed Fee $90, 367. 00
Total Estimatated Amount $1, 094, 448. 00

(End of narrative B002)

I nspection and_Accept ance
| NSPECTI ON:  Dest i nati on ACCEPTANCE: Desti nation

Deliveries or Performance
DEL_REL CD QUANTI TY DAYS AFTER AWARD
001 0 330

$ 1,094, 448. 00

DELI VERY 330 DAYS AFTER AWARD

(End of narrative FO001)
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
0001AB SDST_TRAI NI NG $ 78, 598. 00

CLI N CONTRACT TYPE:
Firm Fi xed-Price
NCOUN: 1YR SBCT DIG T SCHEMATI C TOOL
PRON: X16GX143X1 PRON AMD: 02 ACRN: AA
AMS CD: 31107180005

Trai ning on the SDST described in Section C,
Par agraph C. 7

(End of narrative B001)

I nspection _and_Accept ance
| NSPECTI ON:  Dest i nati on ACCEPTANCE: Desti nation

Deliveries or Performance

DLVR SCH PERF COWVPL
REL_CD QUANTI TY DATE
001 0 IAWC. 7
$ 78, 598. 00

PERI OD OF PERFORVANCE:
I'N ACCORDANCE W TH C. 7

(End of narrative FO001)
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
0001AC SDST_POST_PRODUCTI ON_SUPPORT $ 33, 748. 00

CLI N CONTRACT TYPE:

Cost - Pl us- Fi xed- Fee
NCOUN: 1YR SBCT DIG T SCHEMATI C TOOL
PRON: X16GX143X1 PRON AMD: 02
AMS CD: 31107180005

ACRN:  AA

SDST Post Production Support as described in Section
C, Paragraph C. 6

(End of narrative B001)

Esti mat ed Cost $30, 962. 00
Fi xed Fee $2,787. 00
Total Estimatated Amount $33, 748. 00

(End of narrative B002)

I nspection _and_Accept ance
| NSPECTI ON:  Dest i nati on

ACCEPTANCE: Desti nation

Deliveries or Performance

DLVR SCH PERF COWPL
REL_CD QUANTI TY DATE
001 0 I AW C. 6
$ 33, 748. 00

PERI OD OF PERFORVANCE:
I'N ACCORDANCE W TH C. 6

(End of narrative FO001)
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
0002 SECURI TY CLASS: Uncl assi fied
0002AA OPTI ON_FOR POST PRODUCTI ON SUPPORT -- YEAR 2 $ 43,873. 00

CLI N CONTRACT TYPE:

NOUN: Year

(End of

Esti mat ed Cost
Fi xed Fee
Total Estimatated Amount

(End of

Cost

Nurmber Two of Post
described in Section C, Paragraph C. 6

| nspection and Acceptance

Pl us Fi xed Fee

Production Support as

narrative B001)

$40, 250. 00
$ 3,623.00
$43, 873. 00

narrative B002)

Deliveries or

I NSPECTI ON:  Desti nation

Per f or mance

ACCEPTANCE: Desti nation
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
0002AB OPTI ON_FOR POST_PRODUCTI ON_ SUPPORT --_YEAR 3 $ 34, 221. 00

CLI N CONTRACT TYPE: Cost Plus Fixed Fee

NOUN: Year Number Three of Post Production Support as
described in Section C, Paragraph C. 6

(End of narrative B001)

Esti mat ed Cost $31, 395. 00
Fi xed Fee $ 2,826.00
Total Estimatated Amount $34, 221.00

(End of narrative B002)

I nspection and_Accept ance
| NSPECTI ON:  Dest i nati on ACCEPTANCE: Desti nation

Deliveries or Performance
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
0003 SECURI TY CLASS: Uncl assi fied
0003AA OPTI ON_FOR TRAI NI NG $ 55, 410. 00

CLI N CONTRACT TYPE:

NOUN:
Par agraph C. 7. 1.

OPTI ON PRI CE

I nspection _and Accept ance
| NSPECTI ON:  Dest i nation

Deliveries or Perfornmance

Firm Fi xed Price

Trai ning Option as described in Section C

(End of narrative B001)

ACCEPTANCE: Desti nation
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PIIN/SIIN Wb6HZV-07- C- B293 MOD/AMD
Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
5000 DATA | TEM $ ** NSP ** ** NSP **

SECURI TY CLASS: Uncl assified

Technical Data as set forth in the Contract Data
Requi rements Lists (DD Form 1423) A0001 to A0012

whi ch are attached as Exhibit A. These CDRLs are not
separately priced.

(End of narrative B001)

| nspection and Acceptance
I NSPECTI ON:  Desti nation ACCEPTANCE: Desti nation
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Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.

SECTI ON C - DESCRI PTI OV SPECI FI CATI ONS/ WORK STATEMENT
C.1 Stryker Digital Schematic Tool Statement of Work

C. 1.1 Background: The objective of this effort is to provide the maintainer with a conputer-based schematic tool that aids in the
under st andi ng and conduct of fault isolation and troubl eshooting processes of the Stryker vehicle systens. The schenmatic tool shall
provi de | ogi cal and easy navigation of wiring schenatics and flow di agrans, and give the user functionality to trace circuit paths. It
shall provide accurate information and data regarding Stryker (all variants/configurations) electrical, hydraulic, pneumatic, cooling,
and fuel systens in a graphical, easy to understand, manner.

C. 1.2 Start of Work Meeting: A Start OF Work Meeting shall occur at TACOMw thin 60 cal endar days after contract award. The contractor
shal | take mnutes of the Start OF Work Meeting in M5 Wrd format and distribute themby email to all attendees within five cal endar
days after the neeting | AWCDRL A003. A project plan shall be presented by the contractor at the Start Of W rk neeting to include
schedule with key milestones/critical path, workflow processes, key personnel assignnents, and quality assurance plan | AW CDRL A002.

C.2 Scope: The contractor shall provide a conputer-based schenatic tool for accessing and view ng all schematics/diagrans, technical
data, and all functionality described in Section C 4, Core Requirenents.

C. 2.1 The schenatic tool shall provide interactive nultinedia computer displays of diagrams, photo/line art inages, and schematics for
Stryker Electrical/Hydraulic/Pneumatic/Fuel/Cooling systems (with |inked systenfconponent theory of operation and other functionality as
described in C 4) that can be utilized by relatively inexperienced nuintainers.

C. 2.2 The core requirenments shall include conversion of technical data to digital schematic tool format, and an intelligent graphics
interface for electrical, pneumatic, hydraulic, fuel and cool ant systemtraceout capability.

C. 2.3 Approximately 271, but not nore than 300 Stryker Schematics shall be converted to digital format under this effort. This includes
approxi mately 2,000 circuits but not nore than 2,700 circuits. The 2,000 circuits generally break down as follows: 1,700 electrical
circuits, and approximately 300 hydraulic, pneumatic, coolant, and fuel circuits. Al generally have a nediumto high conplexity.
Approxi mately 38% of the circuits are comon across the ten Stryker variants. It is the Governnments intent to inprove the understanding
and utility of the schematics/diagrams for the maintainer by providing the Stryker Digital Schematic Tool (SDST) to be | oaded and vi ewed
on the Mintenance Support Device (MSD). While this may require breaking up the content of a schenatic/diagraminto |ogical discreet
units for display, technical accuracy nmust be maintained.

C. 2.4 Technical support fromthe Stryker prine contractor will be provided as part of a separate contract action. Prime contractor
technical support will include providing access to the latest schematics, to include a hard copy of the schematics/ diagrans are
required diagrams and technical nmanuals; providing technical information/explanations on the content and fl ow of schematics/di agrans;
providing theory of operation; providing digital photographs; providing access to weapon systemns; providing technical guidance and
interface information that shall be used to ensure the digital schematics applications can be interfaced with the weapon systens
Interactive Electronic Technical Manuals (1ETMs). The contractor shall deliver a Non-Disclosure Agreenent (NDA) | AW CDRL A010.

C. 2.5 The El ectroni c Maintenance System (EMS) Interactive Electronic Technical Manual (IETM Authoring and Display System contractor
shal | provide technical support as required under a separate contract action. This support shall consist of instruction and technical
advice on how to create hyperlinks between the Stryker IETM and the Stryker digital schematic application.

C. 2.6 Governnment Furnished Material and Government Furnished Information: The Stryker IETM and a Maintenance Support Device (MSD) will
be provided by the Governnent.

C. 3 References: None
C. 4 Core Requirenents: The contractor shall:
C. 4.1 Provide the following as part of the Stryker Digital Schematics Application:

C.4.1.1 The digital schematics application shall operate and its graphics shall be viewable on the Mintenance Support Device (MsSD)
conputer with the Mcrosoft XP operating systemand the MSD with the M crosoft Wndows 2000 operating system used by sol di er-maintainers
in the Stryker Brigade Conbat Teanms (SBCT). The MSD specifications are as follows:

1.8 GHz Dot han Pentium'ae M processor, 2 MB cache

512 MB (optional expansion to 2 GB) RAM

14.1 Sunlight Readable Active Matrix Mlbrite ELG 2 Display, 1024 x 768 resol ution

64 MB Dedicated Video RAM with ATI Mbility\'d4 Radeon\'d4 9000 G aphics Processing System
80 GB M| tope Mddel DB20-80 RHDD

802.11 b/ g Enbedded Wrel ess

AC 97 Stereo Audio with line in, stereo headphone, and m crophone connectors

DVD+R (4x) RW (4x)/CD-R (24x) RW (10x)
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1.44 MB Floppy Disk Drive

Two RS-232/485 2 or 4 wire ports

Two USB 2.0 ports with cable ports restraint
SVGA interface

PCMCI A card reader with strain relief

Modem connector V. 92/56K RJ11

Net wor k connect or RJ45

| EEE 1284 Parallel Port

Seal ed QWERTY keyboard with Hul a Point\'d4 nouse

C.4.1.2 Provide |ogical and easy navigation of electrical, pneumatic, hydraulic, fuel, and cooling system schenatics/diagranms and gi ve
the user functionality to trace circuit and fl ow paths.

C.4.1.3 The interactive functional graphics solution delivered under this effort shall present graphics linked to supporting narrative
text. For each graphic that requires nmetadata for functionality (e.g. theory of operation, wire lists, flow), there shall be an
associ ated conpanion file. Al conpanion files that are required for functionality shall be delivered in an XM formatted docunent,
unl ess ot herwi se approved by the governnent.

C.4.1.4 User saved information, including notes, shall be in XM format or ASCI| text. A graphic export functionality shall save the
image in the jpeg or CGM format, unless otherw se approved by the Governnent.

C.4.1.5 The followi ng requirenments shall apply to all fuel, pneumatic, hydraulic, and cool ant di agramns:

C.4.1.5.1 The diagrans shall depict the conponents, piping and as appropriate electrical circuitry of a pressurized system Muse
clicking on a graphical depiction of a relay, servo, solenoid or other conponent shall cause that conponent to sinulate being energized;
this shall result in the conponent being highlighted with a contrasting color, and all connecting paths and conponents highlighting with
that color. A nethod of visual differentiation other than highlighting may be enployed such as flashing, novenment, or other equally
effective method. Systenms may continue on adjoining sheets or views which shall be accessible via hyperlinks fromcurrent sheets or
views. Wen the user navigates to adjoining sheets/views, all paths and conponents that are part of an energi zed systemshall be

hi ghl i ght ed.

C.4.1.5.1.2 The digital schematic tool shall provide ani nati ons when applicable to enhance understandi ng of extrenmely conplex or
difficult circuitry. The government nust pre-approve use of ani mation.

C.4.1.5.2 Al graphical depictions of valves shall default to their normal state and shall indicate systemflow accordingly. Muse
clicking a graphical depiction of a switch that affects a graphical depiction of a valve, solenoid, relay, servo or other conponent
shall change the state of the conponent and affect systemflow accordingly. Muse clicking a graphical depiction of a punp shall
energi ze the conponent, indicated by highlighting it, or an equally effective method of visual differentiation, and all paths and
conponents within the system subject to the state of valves.

C.4.1.5.3 A software feature shall provide sinulated pressure readings in pounds per square inch which shall reflect readings of the
actual system The pressure readings shall be available fromthe conponents and other points depicted in the diagrans that pressure
readi ngs would normal ly be taken fromon the actual system for maintenance purposes. The software feature that presents the pressure
readi ngs may be a nmenu sel ected pop-up, graphical depiction of a meter, or other approach that will be approved by the Governnent.

C.4.1.5.4 Links shall be provided where graphical text indicates that a system continues on another sheet/view The user shall be able
to nouse click on that graphical text and the sheet/view shall display. Currently energized systens shall show as highlighted on the
di spl ayed sheet/vi ew.

C.4.1.5.5 Mouuse clicking on a graphical depiction of an energized servo, relay, solenoid or other conponent, or when de-activated by a
control ling conponent, shall turn the highlighted conponents back to their original color to sinmulate de-energizing. |f the energized
conponent used sone other nmethod than highlighting to indicate its state, then the |logical reverse of that nmethod shall be used to show
de- ener gi zi ng.

C.4.1.5.6 Sone systenms display wiring information within a pneumatic, hydraulic, coolant, and fuel system Wring information and
di agrans shall follow the same behavior as standal one wiring diagrans.

C. 4.1.6 The followi ng requirenments shall apply to all electrical wiring diagranms and schematics:
C.4.1.6.1 The contractor shall deliver simulated pin-to-pin functionality fromindividual graphical depictions of pins with single and
mul tiple paths, based on Stryker derived wire lists. By selecting an itemw thin the main nmenu bar/system the user will have the

follow ng functionality:

C. 4.1.6.2 The pin-to-pin state allows the user to select/muse click a graphical depiction of a pin or conponent. The pin or conponent
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shal | highlight with a contrasting color. Al paths leading to the next pin or conponent within the systemshall highlight green (or
other color as approved by the governnment), indicating all possible options as determned by wire list information. The user can sel ect
any of the highlighted pins or conponents and the systemshall trace the color path to that specific pin location. Al previous options
shall return to their original color (black or other color as approved by the government). The Government nust approve any variations
to this approach. The user will have the ability to toggle graphical depictions of switches fromthe normal state (e.g. on/off or

open/ cl osed) and back to the nornmal state. Toggling of switches shall affect the flow trace out options for the pin-to-pin and conponent-
to-conponent states to reflect what actually would occur in the wiring system \Wen a user selects another flow state, all previous
highlights shall return to their original color. Users will have the ability to save any highlighted paths using the note function. The
provided Stryker wire lists shall be used to display specific information for that particular wire such as harness and w re nunber.

C. 4.1.6.2.1 The digital schematic tool shall provide ani mati ons when applicable to enhance understanding of extrenely conplex or
difficult circuitry. The governnent nust pre-approve use of animation.

C. 4.1.6.3 Wen a user selects a graphical depiction of a source pin or conponent, a list of destination pins or conponents shall be
accessi bl e. Vol tage Readi ngs on graphical depictions of wires or conponents shall be displayed by text pop-ups, or through a graphical
depiction of a neter, or other approach as approved by the Government. The vol tage readings shall be available fromthe conponents and
other wiring points depicted in the diagran schematic that voltage readings would normally be taken fromon the actual system for

mai nt enance purposes. Resistance readings in ohns and electrical flow readings in anperes shall also be available, via text pop-up or
graphi cal depiction of a neter, in cases where the maintenance/troubl eshooting task requires such a reading.

C.4.1.6.4 Sheet-to-Sheet Connectivity The user shall have the ability to trace out a path that flows to another sheet or view. Wen
the user selects the graphical text that indicates the path continues on another sheet/view, the appropriate sheet/view shall be |oaded
into the main wi ndow and the path highlighting fromthe previous sheet/view shall automatically continue on that graphic.

C.4.1.7 Link to Content is applicable to all fuel, pneumatic, hydraulic, coolant and electrical wiring diagrans and schematics: all
content shall be identified and |inked so the user can access content from each individual schematic/view. Content to be provided via
hyperlink shall include:

C.4.1.7.1 Link to Crcuit Description provide a description of the entire circuit for each schematic/view

C.4.1.7.2 Link to Conponent Theory - on each schenmatic/view, provide a description of each of the conponents contained in the
schematic/view and their theory of operation.

C.4.1.7.3 Link to Conponent Picture and Location for each conponent contained in a schematic/view, provide a color digital photograph
or art derived from CAD system of the actual conponent, and |locator art to enable |ocating the conponent on the actual vehicle. Three-
di nensional (3D) views shall be used for conplex or difficult to visualize views. Line art shall only be used with approval of the
gover nnent .

C.4.1.7.4 Link to Print Capability - fromeach schematic/view, provide the ability to print the schematic on A-size paper.
Functionality would capture the image on the screen and send that image to the printer. Print feature shall include the capability to
print an image on multiple A-size continuous sheets to accommpdate | arge and conpl ex schematics/di agrans.

C.4.1.7.5 Link to Hel p Manual . A hel p nanual shall be provided as an integral part of the digital schematic tool. It shall include an
introduction to the digital schematic tool that explains what it is, howto use it, and how to use the hel p manual; a detailed

expl anation of all the features and how to use themw th supporting tutorials; specific exanples of how to use the digital schematic
tool while troubleshooting a Stryker; troubleshooting for the digital schematic tool itself; subject index; and table of contents. The
tabl e of contents and subject index shall have hyperlinks fromeach entry to the infornmation it references. The help nanual shall also
provi de context sensitive help information. A link to this help manual shall be available fromany schenatic/view and from all

cont exts.

C.4.1.7.6 Link to Fault Insertion Tool for each schematic/view provide a software tool that has the ability to sinulate the opening or
closing or shorting of the displayed circuits/flow paths for electrical, pneumatic, hydraulic, coolant, and fuel flow Electrical and
pressure readings resulting fromthe opening/closing/shorting of circuits/flow paths shall accurately reflect what would happen in the
actual system The electrical and pressure readings shall be available via pop-up or a depiction of a neter, or through sone other
nmeans approved by the Government.

C.4.1.8 Link to Troubl eshooting Procedure, Repair/Replace Procedure, and Repair Parts and Special Tools List (RPSTL) The Stryker prinme
contractor shall author hyperlinks between the Stryker I ETM and Stryker digital schematics application as a followon action under a
separate contract. The Stryker prinme contractor shall provide technical guidance and interface infornation that shall be used to ensure
the digital schematics applications can be interfaced with the | ETMs

C. 4.1.9 The digital schematics application shall contain a Table of Contents (TOC) that lists all the schematics/di agrans contained
within the application by appropriate description and designator. Each TOC entry shall be a hyperlink to the referenced
schenatic/diagram The TOC shall be accessible at all tines fromany schematic/di agram vi ew under any context.



Reference No. of Document Being Continued Page 14 of 37

CONTINUATION SHEET
PIIN/SIIN Wb6HZV- 07- C- B293 MOD/AMD

Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.

C.4.1.10 A detailed instruction nanual shall be provided in 8.5 x 11 format in both editable M5 Wrd fornmat and pdf format. Files for
the graphics contained in the instruction manual shall be in a comon editable format such as CGMor CCITT Goup |V, and all individual
graphic files shall be provided. The instruction nanual shall, at a mininum include an introduction to the digital schematic tool that
explains what it is, howto use it, and how to use the hel p manual; m ni mum conputer requirenents; instructions on howto |load the
digital schematic tool on a conputer (MSD); a detailed explanation of all the features and how to use them specific exanples of how to
use the digital schematic tool while troubleshooting a Stryker; troubleshooting for the digital schematic tool itself; subject index;
and table of contents. The table of contents and subject index shall have hyperlinks fromeach entry to the information it references.

C. 4.2 Deliverables and Schedul e: The followi ng are deliverables to be provided under this statement of work, and applicabl e schedul e:
C. 4.2.1 Stryker Stand-Alone Digital Schematic Tool on CD or DVD 330 cal endar days after contract award | AW CDRL A001.

C.4.2.2 A project plan to include schedule with key mlestones/critical path, workflow processes, key personnel assignments, and quality
assurance plan | AWCDRL A002.

C.4.2.3 Mnutes of Meetings | AWCDRL A003.
C.4.2.4 Monthly Progress Reports | AW CDRL A004.
C. 4.2.5 List of government review comments and associ ated contractor corrective actions | AWCDRL A005.

C.4.2.6 Al source data files and contractor-devel oped source code executed for the Stryker deliverables under this contract on CD or
DVD 400 cal endar days after contract award | AW CDRL A006. Source data files include text, graphics, video and audio files. Source code
refers to any statenents devel oped and witten in conputer progranm ng | anguage paid for by this contract.

C.4.2.7 Post production support digital schematics tool updates provided | AWCDRL A007.
C.4.2.8 Post production support copy of all questions and final responses for tel ephonic and email questions | AW CDRL A008.
C.4.2.9 CQutlines, lesson plans, and instruction manuals for How To Use The Digital Schematics Tool | AW CDRL A009.

C. 4.3 Warranty: The Stryker digital schematics application shall be warranted for one cal endar year after the acceptance date of the
digital schematics tool. The acceptance date is the date on which all government docunented errors per paragraph C 11 have been
corrected, and the corrected deliverable has been received by the government and accepted per signed DD250. The contractor shall
correct at no cost to the governnment all technical content errors, software application code errors and functionality errors found
within the warranty period. Corrections to technical content due to changes in vehicle design occurring after this contract is awarded,
or due to errors in GFl, are not covered by this warranty. Warranted corrections shall be validated by the contractor to ensure the
accuracy and adequacy of the correction. The contractor shall deliver the corrected application to the government within 30 cal endar
days of the contractor being notified of the error, unless approved otherw se by the governnent. The governnment shall review and approve
any and all warranted corrections.

C.5 Reserved

C. 6 Post Production Support : The contractor shall provide post production support for the Stryker digital schematic tool provided
under this contract. Post production support shall begin immediately upon final delivery and acceptance by the governnent of the Digital
Schematics Tool. The acceptance date is the date on which all government docunented errors per paragraph C. 11 have been corrected, and
the corrected deliverable has been received by the government and accepted per signed DD250. Post production support shall be for one
year with two option periods, each for an additional sequential one-year period. Post production support shall include corrections to

content errors (after warranty period), updates to technical content (due to design changes occurring after contract award or errors in
GFl), software bug fixes (after warranty period), software updates necessitated by operating system changes/updates, feature

i nprovenents approved by the government, and training to include how to use the digital schematic tool and how to nodify the content of
the digital schematic tool. Updates to the digital schematic tool due to post production support corrections shall be provided to the
Governnment on CD or DVD every 6 nonths except for emergency bug fixes which shall be fixed within 15 days of identification unless

ot herwi se approved by the Governnent | AW CDRL A007. Tel ephonic support shall be provided from9:00amto 5:00pm contractor |ocal tine,
Monday through Friday excluding Federal holidays. An internet help site with Frequently Asked Questions (FAQ and postings of technical
bulletins shall be available 24 hours a day, 7 days a week. FAQ shall be updated quarterly at a mnimum | AW accunul ated questi ons and
answers. Technical questions submitted by e-nmil shall be answered with at least an interimresponse within 24 hours and a final
response within 5 working days. Copies of all questions and final responses, both telephonic and enail, shall be provided to the
government | AW CDRL A008. The tel ephone and e-mail technical support shall support a population of no nore than 900 nechani cs,
instructors, and Stryker project managenent personnel .

C.7 Training for Stryker: The contractor shall provide training to up to 60 personnel on How To Use The Digital Schematics Tool. Each
training class shall contain eight hours of instruction. Four classes shall be provided, and each class shall have up to 15 students.
Two cl asses shall be provided at Fort Lewis, Washington. Two classes shall be provided at TACOM Warren, M or Ceneral Dynanmics Land
Systems, Sterling Heights, M. Casses shall be conducted within 120 days after final delivery and acceptance by the government of the
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Digital Schenatics Tool. 65 course outlines, |lesson plans, and instruction manuals shall be provided in 8.5 x 11 hard copy and in M
Word and pdf format on Conpact Disc (CD) | AWCDRL A009. Al materials and equi pment necessary to teach the classes shall be provided by
the contractor. The governnent will obtain the classroomneeded to teach the classes. Students shall be provided a questionnaire at
the conclusion of the class that will be used to evaluate the class content and the instructors performance. Copies of the conpleted
questionnaires shall be delivered to the Government. The governnment shall have the right to copy and re-use outlines, |esson plans, and
instruction manuals to instruct additional students.

C. 7.1 The CGovernnent shall have one option year for the same training as described in paragraph C.7. Also see H 2 for additional
information about this option.

C.8 Reserved

C.9 In Process Reviews (IPRs): IPRs will occur every 30 cal endar days by tel ephone or by face-to-face neeting as determned by the
Governnment. Face-to-face IPRs will be conducted at the U S. Arny TACOMin Warren, Mchigan. A mninumof three face-to-face IPRs will
occur every year fromdate of award. The contractor shall take mnutes of the IPRs in M5 Wrd format and distribute themby email to all
attendees within 5 cal endar days after the | PR | AW CDRL A003.

C. 10 Progress Reports: The Contractor shall submit progress reports to the Government every nonth begi nning 30 cal endar days after
contract award | AW CDRL A004. The progress reports shall be in M5 Wrd format and submitted by email to the government. Monthly Progress
Report shall indicate percentage of work acconplished and percentage of allocated man-hours expended; and shall include a work schedul e
with start and conpletion dates, key interimdates, and any variances fromthe originally planned dates. The progress report shall also
docunent any issues or problenms the contractor may have encountered and the resol utions/planned resol utions.

C. 11 Quality Assurance Reports: The contractor shall validate all deliverables for accuracy and conpliance with contract requirenents
before delivery to the government. The governnent shall review the deliverabl es against the source data and contract requirenments and
docunent errors. The government will provide the documented errors to the contractor within 120 cal endar days of receiving the
deliverable fromthe contractor. The contractor shall have 60 cal endar days to nake corrections to all governnent documented errors and
subnmit the corrected deliverable to the governnment, unless approved otherw se by the government. Corrected deliverable shall include a
list of governnent conmments and expl anation of contractor corrections taken for each comment provided on an Excel spreadsheet, or other
format as approved by the government | AW CDRL A0O05.

*** END OF NARRATI VE C 0001 ***

Regul atory Cite Title Dat e
C1 52. 204- 4003 START OF WORK MEETI NG MAY/ 2000
(TACOV

The contractor shall host a start of work neeting at its facility, unless sone other location is designated by the Procurenent
Contracting Oficer (PCO, within 60 days after contract award. The contractor shall at a minimuminvite the PCO and the Contracting
Oficer's Representative (COR) identified in Section Gor in an appointment letter, the Contract Specialist identified on the face page
of this docunment, and the Adm nistrative Contracting Officer (ACO. The COR Contract Specialist, and ACO shall be given at |east 14
days advance notice of the time, date, and location of the start of work neeting. The preferred nethod of notification is by enuil.

[End of C ause]

c2 52. 237- 4000 CONTRACTOR MANPOWER REPCRTI NG ( CMR) FEB/ 2007
(TACOM

The Ofice of the Assistant Secretary of the Arny (Manpower & Reserve Affairs) operates and nmintains a secure Arny data collection
site where the contractor will report ALL contractor manpower (including subcontractor nmanpower) required for performance of this
contract. The contractor is required to conpletely fill in all the information in the format using the foll owi ng web address:
https://cnra.army.m| . The required information includes the follow ng:

(1) Contracting Ofice, Contracting Officer, Contracting Officer's Technical Representative;



Reference No. of Document Being Continued Page 16 of 37

CONTINUATION SHEET
PIIN/SIIN Wb6HZV- 07- C- B293 MOD/AMD

Name of Offeror or Contractor: SYSTEMS EXCHANGE, | NC.

(2) Contract nunber, including task and delivery order nunber;

(3) Beginning and endi ng dates covered by reporting period;

(4) Contractor nane, address, phone nunber, e-mail address, identity of contractor enployee entering data;
(5) Estimated direct |abor hours (including sub-contractors);

(6) Estimated direct |abor dollars paid this reporting period (including sub-contractors);

(7) Total paynents (including sub-contractors);

(8) Predom nant Federal Service Code (FSC) reflecting services provided by contractor (and separate predom nant FSC for each
sub-contractor if different);

(9) Estimated data collection cost;

(10) Organizational title associated with the Unit Identification Code (UC) for the Army Requiring Activity (the Arny
Requiring Activity is responsible for providing the contractor with its U C for the purposes of reporting this information);

(11) Locations where contractor and sub-contractors performthe work (specified by zip code in the United States and nearest
city, country, when in an overseas |ocation, using standardi zed nonencl ature provi ded on website);

(12) Presence of deploynment or contingency contract |anguage; and
(13) Nunber of contractor and sub-contractor enpl oyees deployed in theater this reporting period (by country).
As part of its submi ssion, the contractor will also provide the estimated total cost (if any) incurred to conply with this
reporting requirement. Reporting period will be the period of performance not to exceed 12 nonths endi ng Septenber 30 of each governnment

fiscal year and nust be reported by 31 Cctober of each cal endar year.

[End of O ause]
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SECTI ON D - PACKAG NG AND MARKI NG

Regul atory Cite Title Dat e

D1 252.211-7003 | TEM | DENTI FI CATI ON AND VALUATION (Alternate | version dated April JUN 2005
2005)

NOTE: Paragraph (a) conmes after paragraphs (b) through (d) below It was placed there because it's content is inconsequentical as
none of the definitions contained therein are used in this Alternate | version of this DFARS cl ause.

B ]

(b) The Contractor shall deliver all items under a contract line, subline, or exhibit line item

(c) For each itemdelivered under a contract line, subline, or exhibit line itemunder paragraph (b) of this clause, in addition to
the information provided as part of the Material Inspection and Receiving Report specified elsewhere in this contract, the Contractor
shal | report the Governnments unit acquisition cost.

(d) The Contractor shall submt the information required by paragraph (c) of this clause in accordance with the data subm ssion
procedures at <http://wwmv acq. osd. m |/dpap/ U D/ Dat aSubni ssi on. ht .

(a) Definitions. As used in this clause--

"Automatic identification device" neans a device, such as a reader or interrogator, used to retrieve data encoded on machi ne-
readabl e nedi a.

Concat enat ed unique itemidentifier nmeans

(1) For items that are serialized within the enterprise identifier, the Iinking together of the unique identifier data
el ements in order of the issuing agency code, enterprise identifier, and unique serial nunmber within the enterprise identifier; or

(2) For items that are serialized within the original part, |ot, or batch nunber, the Iinking together of the unique
identifier data elenents in order of the issuing agency code; enterprise identifier; original part, lot, or batch nunber; and serial
nunber within the original part, lot, or batch nunber.

Data qualifier nmeans a specified character (or string of characters) that immediately precedes a data field that defines the
general category or intended use of the data that follows.

DoD recogni zed uni que identification equivalent neans a unique identification nethod that is in comrercial use and has been
recogni zed by DoD. Al DoD recognized uni que identification equivalents are |isted at
<http://ww. acq. osd. m | / dpap/ U D/ equi val ent s. ht m >.

DoD unique itemidentification neans a systemof nmarking itens delivered to DoD with unique itemidentifiers that have nachi ne-
readabl e data el enments to distinguish an itemfromall other like and unlike items. For itens that are serialized within the enterprise
identifier, the unique itemidentifier shall include the data elements of the enterprise identifier and a unique serial nunber. For
items that are serialized within the part, lot, or batch nunber within the enterprise identifier, the unique itemidentifier shall
include the data elements of the enterprise identifier; the original part, lot, or batch nunber; and the serial nunber.

Enterprise neans the entity (e.g., a manufacturer or vendor) responsible for assigning unique itemidentifiers to itemns.

Enterprise identifier means a code that is uniquely assigned to an enterprise by an issuing agency.
Governnments unit acquisition cost nmeans

(1) For fixed-price type line, subline, or exhibit line items, the unit price identified in the contract at the tine of
delivery;

(2) For cost-type or undefinitized line, subline, or exhibit line items, the Contractors estimated fully burdened unit
cost to the Governnment at the time of delivery; and

(3) For items produced under a tinme-and-materials contract, the Contractors estimated fully burdened unit cost to the
Governnment at the time of delivery.
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I ssuing agency nmeans an organi zation responsible for assigning a non-repeatable identifier to an enterprise (i.e., Dun &
Bradstreets Data Universal Nunbering System (DUNS) Nunber, Uniform Code Council (UCC) /EAN International (EAN) Conpany Prefix, or
Def ense Logi stics Information System (DLIS) Commercial and Governnent Entity (CAGE) Code.

I ssui ng agency code neans a code that designates the registration (or controlling) authority for the enterprise identifier.

Item neans a single hardware article or a single unit formed by a grouping of subassenblies, conponents, or constituent parts.

Lot or batch number neans an identifying nunber assigned by the enterprise to a designated group of items, usually referred to
as either a lot or a batch, all of which were manufactured under identical conditions.

Machi ne-r eadabl e neans an autonatic identification technology nedia, such as bar codes, contact nenory buttons, radio
frequency identification, or optical nmenory cards.

Original part nunmber neans a conbination of nunmbers or letters assigned by the enterprise at itemcreation to a class of itens
with the sane form fit, function, and interface.

Parent item neans the item assenbly, internediate conponent, or subassenbly that has an enbedded itemwith a unique item
identifier or DoD recognized unique identification equivalent.

Serial nunber within the enterprise identifier means a conbination of nunbers, letters, or synbols assigned by the enterprise
to an itemthat provides for the differentiation of that itemfromany other like and unlike itemand is never used again within the
enterprise.

Serial number within the part, lot, or batch nunmber means a conbination of numbers or letters assigned by the enterprise to an
itemthat provides for the differentiation of that itemfromany other like itemw thin a part, lot, or batch nunmber assignnent.

Serialization within the enterprise identifier nmeans each item produced is assigned a serial nunber that is unique anong all
the tangible itens produced by the enterprise and is never used again. The enterprise is responsible for ensuring unique serialization
within the enterprise identifier.

Serialization within the part, lot, or batch nunmber nmeans each itemof a particular part, lot, or batch nunber is assigned a
uni que serial nurmber within that part, lot, or batch nunber assignment. The enterprise is responsible for ensuring unique serialization
within the part, lot, or batch nunmber within the enterprise identifier.

Unique itemidentifier neans a set of data elements marked on itens that is globally unique and unanbi guous.

Unique itemidentifier type means a designator to indicate which nethod of uniquely identifying a part has been used. The
current list of accepted unique itemidentifier types is maintained at http://ww.acq.osd. m|/dpap/U D/ uid_types. htni

[End of d ause]
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SECTI ON E - | NSPECTI ON AND ACCEPTANCE

Regul atory Cite Title Dat e
E-1 52.246-3 | NSPECTI ON OF SUPPLI ES - COST REI MBURSEMENT MAY/ 2001
E-2 52.246-4 | NSPECTI ON OF SERVI CES - FI XED- PRI CE AUG 1996

E.1 Quality Assurance Requirenents: The contractor shall validate all deliverables for accuracy and conpliance with contract
requirements before delivery to the government. The governnment shall review the deliverabl es agai nst the source data and contract
requi renents and docunment errors. The government will provide the documented errors to the contractor within 120 cal endar days of
receiving the deliverable fromthe contractor. The contractor will have 60 cal endar days to make corrections to all governnent
docunented errors and subnmit the corrected deliverable to the government, unless approved otherw se by the government. Corrected
deliverable shall include a |ist of government comnments and expl anation of contractor corrections taken for each conment provided on an
Excel spreadsheet, or other format as approved by the governnent.

*** END OF NARRATIVE E 0001 ***
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SECTION F - DELI VERI ES OR PERFORMANCE

Regul atory Cite Title Dat e
F-1 52.242-15 STOP- WORK ORDER AUG 1989
F-2 52.242-15 STOP WORK ORDER- - (ALTERNATE | dated APR 1984) AUG 1989
F-3 52.242-17 GOVERNMVENT DELAY OF WORK APR/ 1984

F-4 52.247-34 F. O B. DESTI NATI ON NOv/ 1991
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SECTI ON G - CONTRACT ADM NI STRATI ON DATA

PRON JoB
LI NE AMB CDY GBLG ORDER ACCOUNTI NG OBLI GATED
| TEM M PR ACRN STAT ACCOUNTI NG CLASSI FI CATI ON NUMBER STATI ON AMOUNT
0001AA X16GX143X1 AA 1 21 62033000065R5R07P31107125FB S20113 6GXP56 Wb6HZV $ 1, 094, 448. 00

31107180005

A16P30052RX1
0001AB X16GX143X1 AA 1 21 62033000065R5R07P31107125FB  S20113 6GXP56 Ws6HZV $ 78, 598. 00

31107180005

A16P30052RX1
0001AC X16GX143X1 AA 1 21 62033000065R5R07P31107125FB S20113 6GXP56 Wb6HZV $ 33, 748. 00

31107180005

A16P30052RX1

TOTAL $ 1, 206, 794. 00
SERVI CE ACCOUNTI NG OBLI GATED
NAVE TOTAL BY ACRN ACCOUNTI NG CLASSI FI CATI ON STATI ON AMOUNT
Ar ny AA 21  62033000065R5R07P31107125FB S20113 WE6HZV $ 1, 206, 794. 00
TOTAL $ 1, 206, 794. 00
ACRN EDI _ACCOUNTI NG CLASSI FI CATI ON
AA 21 060820330000 S20113 65R5R073110718000525FB 6GXP56S20113 Wh6HZV
Regul atory Cite Title Dat e
G1 252.232-7003 ELECTRONI C SUBM SSI ON OF PAYMENT REQUESTS JAN 2004
G2 252.201- 7000 CONTRACTI NG OFFI CER S REPRESENTATI VE DEC/ 1991

(a) Definition. Contracting Officer's Representative nmeans an individual designated in accordance with subsection 201.602-2 of
the Defense Federal Acquisition Regulation Supplenment and authorized in witing by the contracting officer to performspecific technical
or adm nistrative functions.

(b) If the Contracting O ficer designates a contracting officer's representative (COR), the Contractor will receive a copy of the
witten designation. It will specify the extent of the COR's authority to act on behalf of the contracting officer. The COR is not
authorized to make any conmtnments or changes that will affect price, quality, quantity, delivery, or any other termor condition of the
contract.

[End of O ause]

G3 252. 204- 7006 Bl LLI NG | NSTRUCTI ONS QOCT/ 2005

When submitting a request for paynent, the Contractor shall--
(a) ldentify the contract line iten(s) on the paynent request that reasonably reflect contract work performance; and
(b) Separately identify a paynment anount for each contract line itemincluded in the paynment request.

[End of O ause]

G4 52.204- 4011 PAYMENT | NSTRUCTI ONS FOR THE DEFENSE FI NANCE AND ACCOUNTI NG SERVI CE OCT/ 2005
(TACOV ( DFAS)
In accordance with DFARS PG 204.7108, the contract shall be paid in accordance with DFARS PG 204.7108(d)(5), line itemspecific by

cancel | ati on date.

[End of d ause]
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G5 52.227- 4004 RELEASE OF | NFORMATI ON OCT/ 2003
(TACOM
The contractor shall ensure that he conplies with the requirements of Chapter 5, page 22, paragraph 5-48, of AR 360-1, The Arny Public
Affairs Program dated 15 Sep 2000, prior to contenplated rel ease of any procurenent information. Approval of the Contracting O ficer
is required prior to release of any such information. AR 360-1 may be found at
http://ww. usapa. arny. m | /pdffiles/r360_1. pdf

[ End of cl ause]

* ko

G 6 52. 232- 4005 I NVO CE | NFORVATI ON REQUI REMENT JAN 1988
(TACOM
On each paynment request submitted, the Contractor shall identify each affected Contract Line Item Nunmber (CLIN), sub-CLIN, and/or work

directive, together with the related dollar amounts. This requirenment does not dimnish or restrict any other requirement of this
contract.

* Kk
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SECTI ON H - SPECI AL CONTRACT REQUI REMENTS

Regul atory Cite Title Dat e
H1 252.204- 7000 DI SCLOSURE OF | NFORNMATI ON DEC/ 1991
H 2 252. 204- 7002 PAYMENT FOR SUBLI NE | TEMS NOT SEPARATELY PRI CED DEC/ 1991
H 3 252. 205- 7000 PROVI SI ON OF | NFORMVATI ON TO COOPERATI VE AGREEMENT HOLDERS DEC/ 1991
H 4 252.225-7001 BUY AMERI CAN ACT AND BALANCE OF PAYMENTS PROGRAM JUN 2005
H5 252. 225-7006 QUARTERLY REPORTI NG OF ACTUAL CONTRACT PERFORVANCE QOUTSI DE THE UNI TED APR/ 2005
STATES
H 6 252.225-7013 DUTY- FREE ENTRY JUN 2005
H7 252. 226- 7001 UTI LI ZATI ON OF | NDI AN ORGANI ZATI ONS, | NDI AN- OANED ECONOM C SEP/ 2004
ENTERPRI SES, AND NATI VE HAWAI | AN SMALL BUSI NESS CONCERNS
H 8 252.231-7000 SUPPLEMENTAL COST PRI NCI PLES DEC/ 1991
H9 252. 246- 7000 MATERI AL | NSPECTI ON AND RECEI VI NG REPORT MAR/ 2003
H 10 252. 246- 7001 WARRANTY OF DATA DEC/ 1991
H 11 52. 204- 4005 REQUI RED USE OF ELECTRONI C CONTRACTI NG SEP/ 2004

(a) Al contract awards, nodifications and delivery orders issued by TACOMw || be issued electronically. The contractor has the
option to receive these actions either via the Wrldw de Wb (WMWY or Electronic Data Interchange (EDI). Many provisions/clauses that
appear "by reference", nmeaning only clause titles and regulation site are listed; their full texts can be found at the website
http://farsite. hill.af.ml/

(b) In order to be eligible to receive an award under this solicitation, the successful offeror nust be registered with the
Departnent of Defense (DOD) Central Contractor Registration (CCR). The CCR registration process may be done electronically at the World
Wde Wb (WWY site: http://www.ccr.gov/ . (In order to be registered to use EDI, you nust use the long formfor registration.
Certification information, including information on the EDI 838 TPP, nust be furnished to the Contracting Officer within 60 cal endar
days after contract award to conplete networking requirenents within the Governnent.)

(c) Worldw de Web Distribution. The contractor will receive an electronic Notice of the Award, Modification, or Delivery O der
via e-mail. |f you choose the WAW option, you nust download the file fromthe appropriate TACOM webpage:

Warren: http://contracting.tacomarny.ml/awd. htm

Rock Island: https://aais.ria.army.ml/AA S/ ANDI NFQ i ndex. ht m

Picatinny: http://procnet. pica.arny.ml/dbi/DynCBD award. cfm

Red River Arny Depot: http://ww.redriver.army.ml/contractingfranes/ Recent Awards. DPD. cfm
Anni ston Arny Depot: http://ww. anadprocnet.arny. ml/

(d) Electronic Data Interchange. |f you choose to receive contract awards, nodifications and delivery orders through ED, they
will be delivered electronically via the Federal Acquisition Network (FACNET). Federal Standard Version 3050 of Standard X12 fromthe
American National Standards Institute (ANSI) will be used as the format for these electronic transactions.

(1) You nust conplete the EDI 838 Trading Partner Profile, and nust agree (i) to subcontract with a DoD certified VAN or
Val ue Added Service (VAS) provider, or (ii) to become DoD certified as a Val ue Added Network (VAN). The EDI 838 Training Partner
Profile is contained in the basic CCR registration formand includes portions of the registration formwhich are titled "Optional".

(2) You nmust select a VAN fromthe official DoD approved list. DoD Certified VANs are |isted at
http://ww. acq. osd. m | / dpap/ ebi z/ VANs. htm . If your VAN is later renoved fromthe official list, or if you voluntarily drop your
initially selected VAN, then you nust switch to a VAN that remains on the official DoD approved list. You nmust maintain an active
account on a DoD approved VAN for the entire duration of the contract, beginning no later than the 60th day after award.

(e) Unless otherw se specified el sewhere in the contract, all data items you are required to provide under this contract nust be
submitted electronically. Please go to the followi ng webpage for detailed information about submitting your offer electronically:
http://contracting.tacomarny. ml/ebidnotice. htm

(f) Additional information can be obtained by sending a nessage to: acqcenweb@acomarny.ml or by calling (586) 574-7059.

[End of d ause]

H 12 52.216-4008 STATUS OF FUNDS ON COST REI MBURSEMENT CONTRACTS/ CLI NS JUN 1989
(TACOW
(a) The Contractor shall review the funding as it relates to work perforned on the cost-reinbursenment Contract Line Item Nunmbers
(CLINs) under this contract and shall provide to the Procuring Contracting Officer (PCO a witten determination of what, if any, funds
are excess to requirenents (leaving a reasonable amount for final overhead rate negotiations and other reasonably predicted
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requirenents) and are available for deobligation. This review shall be coordinated with the Adm nistrative Contracting Oficer (ACO),
and the witten determ nation shall be acconplished within 120 days of conpletion of performance under the CLIN. The report shall be
prepared in ternms of dollars avail abl e per Purchase Request Order Number (PRON), unless requested otherw se by the PCO

(b) This report may be requested in witing by the PCO on additional occasions during the course of performance of work on cost-
rei mbursable CLINs contained in this contract. On such occasions, the witten report shall be provided to the PCO within 14 days of
Contractor receipt of the witten request.
(End of cl ause)

H 13 52. 246- 4026 LOCAL ADDRESSES FOR DD FORM 250 AND WAWF RECEI VI NG REPORTS SEP/ 2006
(TACOM

(a) The Contractor may use either the Material |nspection and Receiving Report (DD 250) or Wde Area Wrkflow (WAWF) to process
receiving reports for inspection, acceptance, and payment. Use only one nethod per contract; not both.

(b) If you are using the Material |nspection and Receiving Report (DD 250), use one of the followi ng nmethods to send each DD 250
pertaining to this contract to us:

(1) Qur first preference is for you to use electronic mail (e-nmil), using the follow ng e-nuil address: DD250@acom armny. mil
(2) Qur second preference is for you to use data facsimle (datafax) transm ssion, using this fax nunber:
(586) 574-7788 and use "DD250 mailbox" in the "to:" block of your fax cover or header sheet.
In either method, do not m x DD250s from nore than one contract in a single transmssion. That is, you may submt nultiple DD250s in a
single transm ssion, but they nust all be against the same contract. These copies neet the requirenents for the Purchasing O fice copy
and the Arny Inventory Control Manager copy listed in tables 1 and 2 of DFARS Appendi x F. The DD250 form may be found, in three
different formats, on the Wrld Wde Web at http://www dtic.m|/whs/directives/infongt/forns/form nfo/form nfopage2126. ht ni
(c) If you are using Wde Area Wrkflow (WAW) instead of DD 250s, we may require copies of the WAW Recei ving Report, Bills of

Ladi ng, or other docunentation to resol ve delinquencies, paynent issues, or other administrative issues. |f this documentation is
requested, use the sanme enmil address or fax number shown in paragraph (b) above to submit the information. No copies of the WAWF

Recei ving Report are required unless specifically requested by the PCO buyer, or other appropriate governnent official.

[End of O ause]

H. 1 Post Production Support Option.

H 1.1 The Governnent shall have the unilateral right to exercise Year nunber Two (first option) specified in Section C, Paragraph C. 6
entitled "Post Production Support” no later than 30 days prior to the end of the first post production support year by giving witten
notice to the contractor.

H. 1.2 The Governnent shall have the unilateral right to exercise Year nunber Three (second option) specified in Section C,  Paragraph C. 6
entitled "Post Production Support” no later than 30 days prior to the end of the first option period by giving witten notice to the
contractor.

H 2 Training Option. Training Option. The Governnent shall have the unilateral right to exercise the Option specified in Section C,
Paragraph C. 7.1 entitled "Training Option" within 240 days after final delivery and acceptance by the governnent of the Digital
Schematics Tool by giving witten notice to the contractor.

H. 3 Reserved.

H. 4 Reserved.

*** END OF NARRATIVE H 0001 ***
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SECTION | - CONTRACT CLAUSES

Thi s contract

Upon request,

-1
-2
1-3
1-4
-5
1-6

-7
1-8
1-9
1-10
1-11
1-12

1-13
1-14
1-15
1-16
1-17
1-18
1-19
1-20
1-21
1-22
1-23
1-24
1-25
1-26
1-27
1-28
1-29

1-30
1-31

1-32
1-33
1-34
1-35
1-36
1-37
1-38
1-39
1-40
1-41
1-42
1-43
| -44
| -45
|1 -46

I-47
I-48
I-49
I-50

i ncorporates one or nore clauses by reference, with the same force and effect as if they were given in full

the Contracting Officer will make their full text available. Also, the full text of a clause nay be accessed
electronically at this address: http://farsite.hill.af.ml/

[End of d ause]

Regulatory CGte Title Dat e
52.202-1 DEFI NI TI ONS JUL/ 2004
52.203-3 GRATUI TI ES APR/ 1984
52.203-5 COVENANT AGAI NST CONTI NGENT FEES APR/ 1984
52.203-6 RESTRI CTI ONS ON SUBCONTRACTOR SALES TO THE GOVERNVENT SEP/ 2006
52.203-7 ANTI - KI CKBACK PROCEDURES JUL/ 1995
52.203-8 CANCELLATI ON, RESCI SSI ON AND RECOVERY OF FUNDS FOR | LLEGAL OR JAN 1997
| MPROPER ACTI VI TY
52.203- 10 PRI CE OR FEE ADJUSTMENT FOR | LLEGAL OR | MPROPER ACTI VI TY JAN 1997
52.203-12 LI M TATI ON ON PAYMENTS TO | NFLUENCE CERTAI N FEDERAL TRANSACTI ONS SEP/ 2005
52.204-2 SECURI TY REQUI REMENTS AUG 1996
52.204-4 PRI NTI NG COPYI NG DOUBLE- SI DED ON RECYCLED PAPER AUG 2000
52.204-9 PERSONAL | DENTI TY VERI FI CATI ON OF CONTRACTOR PERSONNEL NOV/ 2006
52.209-6 PROTECTI NG THE GOVERNMENT' S | NTEREST WHEN SUBCONTRACTI NG W TH SEP/ 2006
CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT
52.211-5 MATERI AL REQUI REMENTS AUGE 2000
52.211-15 DEFENSE PRI ORI TY AND ALLOCATI ON REQUI REMENTS SEP/ 1990
52.215-2 AUDI T AND RECORDS - NEGOTI ATI ONS JUN 1999
52.215-8 ORDER OF PRECEDENCE- - UNI FORM CONTRACT FORVAT OCT/ 1997
52.215-11 PRI CE REDUCTI ON FOR DEFECTI VE COST OR PRI Cl NG DATA- - MODI FI CATI ONS OCT/ 1997
52.215-13 SUBCONTRACTOR COST OR PRI CI NG DATA -- MODI FI CATI ONS OCT/ 1997
52.215-14 INTEGRITY OF UNIT PRI CES OCT/ 1997
52.216-7 ALLOMABLE COST AND PAYMENT DEC/ 2002
52.216-8 FI XED FEE MAR/ 1997
52.219-6 NOTI CE OF TOTAL SMALL BUSI NESS SET- ASI DE JUN 2003
52.219-8 UTI LI ZATI ON OF SMALL BUSI NESS CONCERNS MAY/ 2004
52.219-14 LI M TATI ONS ON SUBCONTRACTI NG DEC/ 1996
52.222-1 NOTI CE TO THE GOVERNMENT OF LABOR DI SPUTES FEB/ 1997
52.222-19 CHI LD LABOR- - COOPERATI ON W TH AUTHORI TI ES AND REMEDI ES JAN 2006
52.222-21 PROHI Bl TI ON OF SEGREGATED FACI LI TI ES FEB/ 1999
52.222- 26 EQUAL OPPORTUNI TY APR/ 2002
52.222-35 EQUAL OPPORTUNI TY FOR SPECI AL DI SABLED VETERANS, VETERANS OF THE SEP/ 2006
VI ETNAM ERA, AND OTHER ELI G BLE VETERANS
52.222- 36 AFFI RVATI VE ACTI ON FOR WORKERS W TH DI SABI LI TI ES JUN 1998
52.222-37 EMPLOYMENT REPORTS ON SPECI AL DI SABLED VETERANS, VETERANS OF THE SEP/ 2006
VI ETNAM ERA, AND OTHER ELI G BLE VETERANS
52.223-3 HAZARDOUS MATERI AL | DENTI FI CATI ON AND MATERI AL SAFETY DATA JAN 1997
52.223-6 DRUG FREE WORKPLACE MAY/ 2001
52.223-14 TOXI C CHEM CAL RELEASE REPORTI NG AUG 2003
52.225-13 RESTRI CTI ONS ON CERTAI N FORElI GN PURCHASES FEB/ 2006
52.227-1 AUTHORI ZATI ON AND CONSENT JUL/ 1995
52.227-2 NOTI CE AND ASS| STANCE REGARDI NG PATENT AND COPYRI GHT | NFRI NGEMENT AUG 1996
52.227-11 PATENT RI GHTS- - RETENTI ON BY THE CONTRACTOR ( SHORT FORM JUN 1997
52.228-7 | NSURANCE- - LI ABI LI TY TO TH RD PERSONS MAR/ 1996
52.229-3 FEDERAL, STATE, AND LOCAL TAXES APR/ 2003
52.232-9 LI M TATI ON ON W THHOLDI NG OF PAYMENTS APR/ 1984
52.232-17 | NTEREST JUN 1996
52.232-20 LI M TATI ON OF COST APR/ 1984
52.232-25 PROVPT PAYMENT OCT/ 2003
52.232-33 PAYMENT BY ELECTRONI C FUNDS TRANSFER- - CENTRAL CONTRACTOR REG STRATI ON OCT/ 2003
52.232-23 (ALT  ASSIGNVENT OF CLAIMS (Alternate | version dated April 1984) JAN 1986
1)
52.233-1 DI SPUTES JUL/ 2002
52.233-3 PROTEST AFTER AWARD -- (ALTERNATE |, dated JUN 1985) AUG 1996
52.233-4 APPLI CABLE LAW FOR BREACH OF CONTRACT CLAIM OCT/ 2004
52.239-1 PRI VACY OR SECURI TY SAFEGUARDS AUG 1996

text.
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Regulatory Cte Title Dat e

1-51 52.242-1 NOTI CE OF | NTENT TO DI SALLOW COSTS APR/ 1984
1-52 52.242-2 PRODUCTI ON PROGRESS REPORTS APR/ 1991
1-53 52.242-3 PENALTI ES FOR UNALLOMBLE COSTS MAY/ 2001
|-54 52.242-13 BANKRUPTCY JUL/ 1995
1-55 52.243-1 CHANGES- - FI XED- PRI CE AUG 1987
|-56 52.243-2 CHANGES- - COST- REI MBURSEMENT (ALTERNATE || dated April 1984) AUG 1987
|-57 52.243-6 CHANGE ORDER ACCOUNTI NG APR/ 1984
1-58 52.243-7 NOTI FI CATI ON OF CHANGES APR/ 1984
1-59 52.244-2 SUBCONTRACTS AUG 1998
1-60 52. 244-5 COVPETI TI ON | N SUBCONTRACTI NG DEC/ 1996
1-61 52.245-5 GOVERNMVENT PROPERTY ( COST- REI MBURSEMENT, Tl ME- AND- MATERI AL, OR LABOR- MAY/ 2004

HOUR CONTRACTS) (Deviation, per DAR Tracking Number 99-00008, 13 July

99)
1-62 52. 246- 23 LI M TATI ON OF LI ABILITY FEB/ 1997
1-63 52. 246- 25 LI M TATI ON OF LI ABI LI TY-- SERVI CES FEB/ 1997
|-64 52.249-2 TERM NATI ON FOR CONVENI ENCE OF THE GOVERNMENT ( FI XED- PRI CE) MAY/ 2004
| -65 52.249-6 TERM NATI ON ( COST- REI MBURSEMENT) MAY/ 2004
|-66 52.249-8 DEFAULT (FI XED- PRI CE SUPPLY AND SERVI CE) APR/ 1984
1-67 52.249-14 EXCUSABLE DELAYS APR/ 1984
1-68 52.253-1 COWUTER GENERATED FORVS JAN 1991
1-69 252.203- 7001 PROHI BI TI ON ON PERSONS CONVI CTED OF FRAUD OR OTHER DEFENSE CONTRACT- DEC/ 2004

RELATED FELONI ES
1-70 252.204- 7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT APR/ 1992
1-71 252. 204- 7005 ORAL ATTESTATI ON OF SECURI TY RESPONSI BI LI TI ES NOV/ 2001
1-72 252.209- 7004 SUBCONTRACTI NG W TH FI RMS THAT ARE OWNED OR CONTROLLED BY THE MAR/ 1998

GOVERNMVENT OF A TERRORI ST COUNTRY per DoD interimrule, Federal
Regi ster 27 Mar 98

1-73 252. 211- 7005 SUBSTI TUTI ONS FOR M LI TARY OR FEDERAL SPECI FI CATI ONS AND STANDARDS NOV/ 2005
1-74 252. 215- 7000 PRI CI NG ADJUSTMENTS DEC/ 1991
1-75 252. 223- 7004 DRUG- FREE WORK FORCE SEP/ 1988
1-76 252. 225- 7012 PREFERENCE FOR CERTAI N DOVESTI C COMMODI TI ES JUN 2004
1-77 252. 225- 7031 SECONDARY ARAB BOYCOTT OF | SRAEL JUN 2005
1-78 252.227- 7013 RI GHTS | N TECHNI CAL DATA - - NONCOMVERCI AL | TEMS NOV/ 1995
1-79 252.227- 7014 RI GHTS | N NONCOVMERCI AL COMPUTER SOFTWARE AND NONCOMVERCI AL COVPUTER JUN 1995
SOFTWARE DOCUMENTATI ON
1-80 252.227- 7016 RI GHTS I N BI D OR PROPCSAL | NFORMATI ON JUN 1995
1-81 252.227- 7017 | DENTI FI CATI ON AND ASSERTI ON OF USE, RELEASE, OR DI SCLOSURE JUN 1995
RESTRI CTI ONS
1-82 252.227- 7019 VALI DATI ON OF ASSERTED RESTRI CTI ONS- - COVPUTER SOFTWARE JUN 1995
|-83 252. 227- 7020 RI GHTS | N SPECI AL WORKS JUN 1995
-84 252. 227- 7025 LI M TATI ONS ON THE USE OR DI SCLOSURE OF GOVERNVENT- FURNI SHED JUN 1995
| NFORMATI ON MARKED W TH RESTRI CTI VE LEGENDS
|-85 252. 227- 7030 TECHNI CAL DATA- - W THHOLDI NG OF PAYNMENT MAR/ 2000
|-86 252. 227- 7034 PATENTS- - SUBCONTRACTS APR/ 1984
1-87 252. 232- 7010 LEVI ES ON CONTRACT PAYMENTS SEP/ 2005
|-88 252. 243- 7001 PRI CI NG OF CONTRACT MODI FI CATI ONS DEC/ 1991
|-89 252. 243- 7002 REQUESTS FOR EQUI TABLE ADJUSTMENT MAR/ 1998
1-90 252. 244- 7000 SUBCONTRACTS FOR COMMERCI AL | TEMS AND COMVERCI AL COVPONENTS ( DoD NOV/ 2005
CONTRACTS)
1-91 252. 245- 7001 REPORTS OF GOVERNVENT PROPERTY MAY/ 1994
1-92 252. 247- 7023 TRANSPORTATI ON OF SUPPLI ES BY SEA MAY/ 2002
1-93 52.222-2 PAYMENT FOR OVERTI ME PREM UMB JUL/ 1990

(a) The use of overtime is authorized under this contract if the overtine prem um cost does not exceed 0% or the overtine prem um

is paid for work--

(1) Necessary to cope with enmergencies such as those resulting fromaccidents, natural disasters, breakdown of production
equi pment, or occasional production bottl enecks of a sporadic nature;

(2) By indirect-1abor enployees such as those performng duties in connection with adm nistration, protection,
transportation, maintenance, standby plant protection, operation of utilities, or accounting;

(3) To performtests, industrial processes, |aboratory procedures, |oading or unloading of transportation conveyances, and
operations in flight or afloat that are continuous in nature and cannot reasonably be interrupted or conpleted otherw se; or

(4) That will result in |lower overall costs to the Government.
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(b) Any request for estimated overtime prem uns that exceeds the anmpunt specified above shall include all estinmated overtine for
contract conpletion and shall--

(1) Identify the work unit; e.g., department or section in which the requested overtine will be used, together with present
wor kl oad, staffing, and other data of the affected unit sufficient to permit the Contracting Officer to evaluate the necessity for the
overtine;

(2) Denpnstrate the effect that denial of the request will have on the contract delivery or performance schedul e;

(3) Ildentify the extent to which approval of overtinme would affect the performance or paynents in connection wth other
Government contracts, together with identification of each affected contract; and

(4) Provide reasons why the required work cannot be performed by using nmultishift operations or by enploying additional
per sonnel .

(End of clause)

1-94 52.223-7 NOTI CE OF RADI OACTI VE MATERI ALS JAN 1997

(a) The Contractor shall notify the Contracting O ficer or designee, in witing 60 days prior to the delivery of, or prior to
conpl etion of any servicing required by this contract of, itens containing either (1) radioactive naterial requiring specific licensing
under the regulations issued pursuant to the Atom c Energy Act of 1954, as anended, as set forth in Title 10 of the Code of Federal
Regul ations, in effect on the date of this contract, or (2) other radioactive material not requiring specific |licensing in which the
specific activity is greater than 0.002 microcuries per gramor the activity per itemequals or exceeds 0.01 microcuries. Such notice
shall specify the part or parts of the itenms which contain radioactive materials, a description of the naterials, the nane and activity
of the isotope, the manufacturer of the materials, and any other information known to the Contractor which will put users of the itens
on notice as to the hazards involved (OMB No. 9000-0107).

(b) If there has been no change affecting the quantity of activity, or the characteristics and conposition of the radioactive
material fromdeliveries under this contract or prior contracts the Contractor may request that the Contracting Officer or designee
wai ve the notice requirenment in paragraph (a) of this clause. Any such request shall-

(1) Be submitted in witing;

(2) State that the quantity of activity, characteristics, and conposition of the radioactive material have not changed; and

(3) Cite the contract nunmber on which the prior notification was subnmtted and the contracting office to which it was
submitted.

(c) Al items, parts, or subassenblies which contain radioactive materials in which the specific activity is greater than 0.002
mcrocuries per gramor activity per itemequals or exceeds 0.01 microcuries, and all containers in which such itens, parts or
subassenblies are delivered to the Government shall be clearly narked and | abel ed as required by the latest revision of ML-STD 129 in

effect on the date of the contract.

(d) This clause, including this paragraph (d), shall be inserted in all subcontracts for radioactive nmaterials nmeeting the
criteria in paragraph (a) of this clause.

[End of d ause]

1-95 52.204-7 CENTRAL CONTRACTOR REG STRATI ON JUL/ 2006
(a) Definitions. As used in this clause--

"Central Contractor Registration (CCR) database" nmeans the primary Government repository for contractor information required
for the conduct of business with the Government.

"Commer ci al and Covernment Entity (CAGE) code" neans-
(1) A code assigned by the Defense Logistics Infornmation Service (DLIS) to identify a comrercial or Government entity; or

(2) A code assigned by a nenber of the North Atlantic Treaty Organization that DLIS records and maintains in the CAGE master
file. This type of code is known as an "NCAGE code."

"Data Universal Numbering System (DUNS) nunmber" neans the 9-digit nunber assigned by Dun and Bradstreet, Inc. (D&) to identify
uni que business entities.
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"Data Universal Numbering System +4 (DUNSt+4) nunber" means the DUNS nunber assigned by D& plus a 4-character suffix that may
be assigned by a business concern. (D& has no affiliation with this 4-character suffix.) This 4-character suffix may be assigned at the
di scretion of the business concern to establish additional CCR records for identifying alternative El ectronic Funds Transfer (EFT)
accounts (see Subpart 32.11 of the Federal Acquisition Regulation) for the same parent concern.

"Regi stered in the CCR database" neans that-

(1) The Contractor has entered all mandatory information, including the DUNS nunber or the DUNS+4 nunber, into the CCR
dat abase;

(2) The CGovernnent has validated all mandatory data fields, to include validation of the Taxpayer ldentification Nunmber (TIN)
with the Internal Revenue Service (IRS), and has marked the record ““Active''. The Contractor will be required to provide consent for
TIN validation to the Governnent as a part of the CCR registration process.

(b)
(1) By submission of an offer, the offeror acknow edges the requirenment that a prospective awardee shall be registered in the
CCR dat abase prior to award, during performance, and through final payment of any contract, basic agreenent, basic ordering agreenent,
or bl anket purchasing agreenment resulting fromthis solicitation.
(2) The offeror shall enter, in the block with its name and address on the cover page of its offer, the annotation DUNS or
DUNS+4 fol |l owed by the DUNS or DUNS+4 nunber that identifies the offerors name and address exactly as stated in the offer. The DUNS
nunber will be used by the Contracting Officer to verify that the offeror is registered in the CCR database.
(c) If the offeror does not have a DUNS nunber, it should contact Dun and Bradstreet directly to obtain one.

(1) An offeror mamy obtain a DUNS nunmber

(i) If located within the United States, by calling Dun and Bradstreet at 1-866-705-5711 or via the Internet at
http://ww. dnb. coml ; or

(ii) If located outside the United States, by contacting the |local Dun and Bradstreet office.
(2) The offeror should be prepared to provide the follow ng information:

(i) Conpany |egal business nane.

(ii) Tradestyle, doing business, or other nanme by which your entity is commonly recognized.

(iii) Conpany physical street address, city, state and Zip Code.

(iv) Conpany nuiling address, city, state and Zip Code (if separate from physical).

(v) Conpany tel ephone nunber.

(vi) Date the conpany was started.

(vii) Nunmber of enployees at your |ocation.

(viii) Chief executive officer/key manager.

(ix) Line of business (industry).

(x) Conpany Headquarters name and address (reporting relationship within your entity).

(d) If the Oferor does not becone registered in the CCR database in the time prescribed by the Contracting O ficer, the
Contracting Officer will proceed to award to the next otherw se successful registered Offeror.

(e) Processing time, which normally takes 48 hours, should be taken into consideration when registering. Oferors who are not
regi stered shoul d consi der applying for registration i mediately upon receipt of this solicitation.

(f) The Contractor is responsible for the accuracy and conpl eteness of the data within the CCR database, and for any liability
resulting fromthe Governnents reliance on inaccurate or inconplete data. To renmin registered in the CCR database after the initial
registration, the Contractor is required to review and update on an annual basis fromthe date of initial registration or subsequent
updates its information in the CCR database to ensure it is current, accurate and conplete. Updating information in the CCR does not
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alter the terns and conditions of this contract and is not a substitute for a properly executed contractual document.

(1)

(i) If a Contractor has |legally changed its business name, doing business as nanme, or division name (whichever is shown
on the contract), or has transferred the assets used in performng the contract, but has not conpleted the necessary requirenments
regardi ng novation and change-of -name agreenents in Subpart 42.12, the Contractor shall provide the responsible Contracting Officer a
m ni mum of one business days witten notification of its intention to:

(A) Change the nanme in the CCR database;
(B) Conply with the requirenents of Subpart 42.12 of the FAR

(C) Agree in witing to the timeline and procedures specified by the responsible Contracting Oficer.
The Contractor nust provide with the notification sufficient docunentation to support the legally
changed nane.

(ii) If the Contractor fails to conmply with the requirenents of paragraph (g)(1)(i) of this clause, or fails to perform
the agreenent at paragraph (g)(1)(i)(C of this clause, and, in the absence of a properly executed novation or change-of-nane agreenent,
the CCR information that shows the Contractor to be other than the Contractor indicated in the contract will be considered to be
incorrect information within the nmeaning of the Suspension of Payment paragraph of the electronic funds transfer (EFT) clause of this
contract.

(2) The Contractor shall not change the name or address for EFT paynents or manual paynents, as appropriate, in the CCR record
to reflect an assignee for the purpose of assignment of clainms (see FAR Subpart 32.8, Assignment of Cains). Assignees shall be
separately registered in the CCR database. Information provided to the Contractors CCR record that indicates payments, including those
made by EFT, to an ultimate recipient other than that Contractor will be considered to be incorrect information within the neaning of
the Suspension of paynent paragraph of the EFT clause of this contract.

(g) Oferors and Contractors may obtain information on registration and annual confirmation requirements via the Internet at
http://ww. ccr. gov/ or by calling 1-888-227-2423, or 269-961-5757.

[End of O ause]

1-96 52.222-39 NOTI FI CATI ON OF EMPLOYEE RI GHTS CONCERNI NG PAYMENT OF UNI ON DUES OR DEC/ 2004
FEES

(a) Definition. As used in this clause--

United States neans the 50 States, the District of Colunbia, Puerto Rico, the Northern Mariana |slands, Arerican Sanpa, Guam the
U S. Virgin Islands, and Wake Isl and.

(b) Except as provided in paragraph (e) of this clause, during the termof this contract, the Contractor shall post a notice, in
the formof a poster, infornmng enployees of their rights concerning union nenbership and paynent of union dues and fees, in conspicuous
places in and about all its plants and offices, including all places where notices to enployees are customarily posted. The notice shall
include the follow ng information (except that the information pertaining to National Labor Relations Board shall not be included in
notices posted in the plants or offices of carriers subject to the Railway Labor Act, as anended (45 U S.C. 151-188)).

Notice to Enpl oyees

Under Federal |aw, enployees cannot be required to join a union or nmaintain nenbership in a union in order to retain their
jobs. Under certain conditions, the law permits a union and an enployer to enter into a union-security agreenent requiring enployees to
pay uniform periodic dues and initiation fees. However, enployees who are not union nenbers can object to the use of their paynents for
certain purposes and can only be required to pay their share of union costs relating to collective bargaining, contract admnistration,
and grievance adj ustnent.

If you do not want to pay that portion of dues or fees used to support activities not related to collective bargaining,
contract administration, or grievance adjustnent, you are entitled to an appropriate reduction in your paynment. If you believe that you
have been required to pay dues or fees used in part to support activities not related to collective bargaining, contract adm nistration,
or grievance adjustnment, you may be entitled to a refund and to an appropriate reduction in future paynents.

For further information concerning your rights, you may wish to contact the National Labor Relations Board (NLRB) either at
one of its Regional offices or at the follow ng address or toll free nunber:
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Nat i onal Labor Rel ations Board
Di vi sion of Infornation

1099 14th Street, N W

Washi ngt on, DC 20570

1-866- 667- 6572

1-866-316- 6572 (TTY)

To locate the nearest NLRB office, see NLRB's website at http://ww.nlrb. gov .

(c) The Contractor shall conmply with all provisions of Executive Order 13201 of February 17, 2001, and related inplenenting
regul ations at 29 CFR part 470, and orders of the Secretary of Labor.

(d) In the event that the Contractor does not conply with any of the requirenments set forth in paragraphs (b), (c), or (g), the
Secretary may direct that this contract be cancelled, term nated, or suspended in whole or in part, and declare the Contractor
ineligible for further Government contracts in accordance with procedures at 29 CFR part 470, Subpart B--Conpliance Eval uations,

Conpl ai nt | nvestigations and Enforcenment Procedures. Such other sanctions or renedies may be inposed as are provided by 29 CFR part 470,
whi ch inplenents Executive Order 13201, or as are otherw se provided by |aw.

(e) The requirenment to post the enployee notice in paragraph (b) does not apply to--
(1) Contractors and subcontractors that enploy fewer than 15 persons;

(2) Contractor establishments or construction work sites where no union has been formally recognized by the Contractor or
certified as the exclusive bargaining representative of the Contractor's enpl oyees;

(3) Contractor establishments or construction work sites located in a jurisdiction naned in the definition of the United
States in which the law of that jurisdiction forbids enforcement of union-security agreenents;

(4) Contractor facilities where upon the witten request of the Contractor, the Departnent of Labor Deputy Assistant Secretary
for Labor-Managenent Prograns has waived the posting requirements with respect to any of the Contractor's facilities if the Deputy
Assistant Secretary finds that the Contractor has denonstrated that--

(i) The facility is in all respects separate and distinct fromactivities of the Contractor related to the performance of
a contract; and

(ii) Such a waiver will not interfere with or inpede the effectuation of the Executive order; or
(5) Wrk outside the United States that does not involve the recruitment or enploynment of workers within the United States.

(f) The Departnent of Labor publishes the official enployee notice in tw variations; one for contractors covered by the Railway
Labor Act and a second for all other contractors. The Contractor shall--
(1) Ootain the required enployee notice poster fromthe Division of Interpretations and Standards, O fice of Labor-Mnagenent
Standards, U.S. Departnent of Labor, 200 Constitution Avenue, NW Room N-5605, Washington, DC 20210, or fromany field office of the
Departnent's Office of Labor-Minagenent Standards or O fice of Federal Contract Conpliance Prograns;

(2) Downl oad a copy of the poster fromthe O fice of Labor-Managenment Standards website at http://ww. ol ns. dol . gov; or
(3) Reproduce and use exact duplicate copies of the Department of Labor's official poster.

(g) The Contractor shall include the substance of this clause in every subcontract or purchase order that exceeds the sinplified
acqui sition threshold, entered into in connection with this contract, unless exenpted by the Departnent of Labor Deputy Assistant
Secretary for Labor-Managenent Prograns on account of special circunstances in the national interest under authority of 29 CFR 470.3(c).
For indefinite quantity subcontracts, the Contractor shall include the substance of this clause if the value of orders in any cal endar
year of the subcontract is expected to exceed the sinplified acquisition threshold. Pursuant to 29 CFR part 470, Subpart B--Conpliance
Eval uati ons, Conplaint Investigations and Enforcenent Procedures, the Secretary of Labor may direct the Contractor to take such action
in the enforcement of these regulations, including the inposition of sanctions for nonconpliance with respect to any such subcontract or
purchase order. If the Contractor becones involved in litigation with a subcontractor or vendor, or is threatened with such invol venent,
as a result of such direction, the Contractor may request the United States, through the Secretary of Labor, to enter into such
litigation to protect the interests of the United States.

[End of O ause]

1-97 52.223-11 QZONE- DEPLETI NG SUBSTANCES MAY/ 2001
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(a) Definition. Ozone-depleting substance, as used in this clause, neans any substance the Evironnmental Protection Agency
designates in 40 CFR part 82 as--

(1) Aass |, including, but not limted to, chlorofluorocarbons, halons, carbon tetrachloride, and nethyl chloroform or
(2) Aass Il, including but not limted to, hydrochl orofl uorocarbons.
(b) The Contractor shall |abel products which contain or are manufactured with ozone-depl eting substances in the manner and to the

extent required by 42 U.S.C. 7671j(b), (c), and (d) and 40 CFR Part 82, Subpart E, as follows:

WARNI NG Contains (or manufactured with, if applicable) * , a substance(s)
whi ch harn(s) public health and environment by destroying ozone in the upper atnosphere.

*The Contractor shall insert the name of the substance(s).

[End of O ause]

1-98 52.244-6 SUBCONTRACTS FOR COMMERCI AL | TEMS SEP/ 2006

(a) Definitions. As used in this clause--
(1) "Commercial itent has the neaning contained in Federal Acquisition Regulation 2.101, Definitions.

(2) "Subcontract," as used in this clause, includes a transfer of commercial itens between divisions, subsidiaries, or
affiliates of the Contractor or subcontractor at any tier.

(b) To the maximum extent practicable, the Contractor shall incorporate, and require its subcontractors at all tiers to
incorporate, commercial items or nondevel opnental itens as conponents of items to be supplied under this contract.

(¢)
(1) The contractor shall insert the follow ng clauses in subcontracts for comrercial itens:
(i) 52.219-8, Uilization of Small Business Concerns (My 2004)(15U.S.C. 637(d)(2) and (3)), in all subcontracts that

of fer subcontracting opportunities. |f the subcontract (except subcontracts to small business concerns) exceeds $550, 000 ($1, ooo, 000
for contruction of any public facility), the subcontractor nust include 52.219-8 in |lower tier subcontracts that offer subcontracting

opportunities.
(ii) 52.222-26, Equal Opportunity (APR 2002)(E. O 11246);

(iii) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible
Vet erans (SEP 2006) (38 U.S.C. 4212(a));

(iv) 52.222-36, Affirmative Action for Workers with Disabilities (JUN 1998)(29 U S.C. 793);

(v) 52.222-39, Notification of Enployee Rights Concerning Paynment of Union Dues or Fees (DEC 2004) (E. O 13201). Flow
down as required in accordance with paragraph (g) of FAR clause 52.222-39).

(vi) 52.247-64, Preference for Privately Owmed U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. Appx 1241 and 10
U S.C. 2631) (flow down required in accordance with paragraph (d) of FAR clause 52.247-64).

(2) While not required, the Contractor may flow down to subcontracts for comercial itens a mnimum nunber of additional
cl auses necessary to satisfy its contractual obligations.

(d) The Contractor shall include the terms of this clause, including this paragraph (d), in subcontracts awarded under this
contract.

[End of O ause]

1-99 52. 204- 4009 MANDATORY USE OF CONTRACTOR TO GOVERNMENT ELECTRONI C COVMUNI CATI ON MAR/ 2005
(TACOM

(a) Al references in the contract to the submi ssion of witten docunentation shall nean el ectronic subm ssion. Al electronic
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submi ssions shall be in the formats and medi a described in the website:
http://contracting.tacomarmny. ml/ebidnotice. htm

(b) This shall include all witten unclassified comrunications between the Government and the Contractor except contract awards
and contract nodifications which shall be posted on the internet. Return receipt shall be used if a commercial application is available.
Classified information shall be handled in full accordance with the appropriate security requirenents.

(c) In order to be contractually binding, all Government communications requiring a Contracting O ficer signature nust be sent
fromthe Contracting Officer's e-nmil address. The Contractor shall designate the personnel with signature authority who can
contractual ly bind the contractor. Al binding contractor communication shall be sent fromthis contractor e-nail address(es).

(d) Upon award, the Contractor shall provide the Contracting Officer with a list of e-mail addresses for all admnistrative and
techni cal personnel assigned to this contract.

(e) Unless exenpted by the Procuring Contracting Officer in witing, all unclassified witten communication after contract award
shal |l be transmtted electronically.

[End of d ause]

I-100 52. 239- 4000 PROCESSI NG SENSI TI VE AND HI GHLY SENSI TI VE DATA JUN 1988
(TACOM

(a) Definitions.

(1) FOR OFFICIAL USE ONLY (FQUO): Applies only to unclassified information, records, and other material which have been
determined to require protection fromdisclosure to the general public, and which for a significant reason should not be given general
circul ation.

(2) Autommtic Data Processing (ADP) assigned sensitivity levels apply to the facility or individual conputer equipnent and
are based on the sensitivity of the information processed. The sensitivity levels are as follows.

(i) HI GHLY SENSI TIVE: Applicable to any facility or conputer that processes Privacy Act and For Official Use Only
(FOUO information.

(ii) SENSITIVE: Applicable to any facility or conputer that processes data relating to asset or resource, proprietary
or contractual infornation.

(3) FACILITY SECURITY PROFI LE: Describes the physical facility, equipnment conponents, their |ocations and rel ationships,
general operating information, and other characteristics relevant to the security of the facility and its operations.

(4) RISK MANAGEMENT ASSESSMENT: A written assessnment by Contractor personnel in effect to achi eve safeguards agai nst
del i berate unauthorized mani pul ati on, use or disclosure of information.

(5) ACCREDI TATION: A Governnent process which uses the risk nanagenent assessnent to determine that highly sensitive and
sensitive information can be processed within the bounds of acceptable risk. An Accreditation Package is assenbled by the Contractor
and contains the Facility Security Profile, appointment letters for the Automatic Data Processing System Security O ficer (ADPSSO and
the Terminal Area Security O ficer (TASO, the R sk Managenent Program Autonation Ri sk Analysis Survey, the Continuity of Operations
Pl an, the Standard Practice Procedure (SPP), and the Menorandum of Understanding (MOU) for use with privately owned conputers (if
required).

(6) AUTOVATI C DATA PROCESSI NG SYSTEM SECURI TY OFFI CER (ADPSSO): Contractor appointed representative for each ADP system
project, activity, or site whose duties are outlined in Arny Regul ation 380-380 and Arny Materiel Conmmand Supplenment 1 to Arny
Regul ati on 380- 380.

(7) TERM NAL AREA SECURI TY OFFI CER (TASO): Contractor appointed representative for each renote term nal whose duties are
outlined in Arny Regul ation 380-380 and Arny Materiel Conmmand Supplenent 1 to Arny Regul ati on 380-380.

(b) Sensitivity Levels.

(1) For this contract, the sensitivity levels are as foll ows.
The Facility - Highly Sensitive

Sensitive
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(2) The requirenments of this clause also apply to additional facilities or conputers that begin to process highly sensitive
or sensitive information during the termof this contract.

(c) The Contractor shall establish and maintain a Standard Practice Procedure (SPP) to describe the procedures put in place to
ensure security for the equi pment which contains highly sensitive or sensitive data. The purpose of the SPP is to secure the data
processing system and resources according to assigned sensitivity level of the facility and the data processed according to the
foll owi ng requirenents.

(1) Access Controls. Physical security nmust be provided through an in-depth application of barriers to include surveillance
(human or electronic), limted access, and accountability. Only authorized persons shall be permtted entry into the conputer area and
supporting offices. The Contractor's SPP shall include a description of all neasures the Contractor will take during the termof this
contract to control access to data-processing areas by all personnel, to include custodial personnel, and all visitors to the facility.

(2) Facility Security. The Contractor ADPSSO will review the Facility Security Profile and notify the TACOM System Security
Manager (ATTN. AMSTA-SC) of any discrepancies. Because of the information contained in the Profile, the Contractor will handle it as
"For Official Use Only' (FOUO). |If after discussions between the ADPSSO and the TACOM System Security Manager a determnation is made
to change the Profile, the TACOM System Security Manager has the authority to pernmit the ADPSSO to neke the change. The Facility
Security Profile will become part of the Accreditati on Package.

(3) Security of Renpte Terminals. The Contractor's SPP shall include a description of the safeguards and procedures to be
applied to (i) all renote termnals located in the ADP facility, and (ii) all hardcopy outputs produced by highly sensitive or sensitive
systenms that are covered by the terms of this contract. Wth respect to renote termnals, the Contractor's SPP shall also address the
nmet hodol ogy by which such terminals will be rendered unable to access any highly sensitive or sensitive systens during nonduty hours.

(4) Personnel Security.

(i) The prospective enployee will fill out a DD Form 398-2, 'Personal Security Questionnaire--National Agency Check.'
After the formis conpleted, it will be handled as 'For Oficial Use Only' (FOUO. The Contractor ADPSSO will check the formfor
correctness and then annotate the DD Form 398-2 with the followi ng authority: 'Menorandum O fice of the Under Secretary of Defense
(Policy), Director of Security Plans and Programs, 16 Aug 82, subject: Personnel Security Investigations for Contractors.' The form
will be forwarded to the TACOM System Security Manager (ATTN. AMSTA-SC) through the Governnment Security personnel assigned security
admi nistration on this contract.

(ii) The TACOM System Security Manager will forward the DD Form 398-2 to Defense Investigative Services (D'S) for
screening. DIS will recommend sel ection or non-selection of the potential enployee. |f DI'S recommends non-selection, the potential
enpl oyee cannot be assigned to ADP sensitive positions which are defined by the TACOM System Security Manager. Wen the screening is
conplete, a copy will be returned to the TACOM System Security Manager and a copy forwarded to the Contractor ADP System Security
O ficer for retention in the enployee's file.

(iii) Incunmbent enployees referred to in the remainder of this section is/are the Contractor's enployees.

(iv) I ncunbent enpl oyees nust have a DD Form 398-2 on file in their personnel file. |If there is not one on file, the
screening process |isted above nust be initiated and conpleted within 60 days of the date of this contract.

(v) After weighing all of the pertinent factors to include those factors listed in Arny Regul ation 604-5, Appendix I,
the Contractor is the person who is responsible to nmake the deternination to renove an incunbent enployee from ADP sensitive duties
effective imediately. The Contractor ADPSSO wi |l then counsel the individual as to the reasons for disqualification. A witten
notification will be initiated by the ADPSSO and provided to the disqualified incunmbent within 10 days of renpval. The notification
wi Il provide information concerning reasons for disqualification, appeal procedures, and a formstatenment for signature of the
di squal i fied i ncumbent indicating only that the reasons for the disqualification are fully understood. The incunbent may appeal the
di squalification within 20 workdays of the witten notification. Appeals will be in witing to the ADPSSO and will specifically deny or
explain the accusations. The TACOM System Security Manager will receive copies of the disqualification information and appeal fromthe
ADPSSO. W thin 20 working days of the receipt of the appeal, the ADPSSO wi |l issue witten response to the disqualified incunbent
ei ther accepting the appeal and reinstating the individual or sustaining the disqualification. |f disqualification is sustained, a
witten statement will be prepared by the ADPSSO and submitted to the TACOM System Security Manager with a copy included in the enpl oyee
file.

(vi) Contractor supervisors of enployees assigned to highly sensitive or sensitive positions will maintain day-to-day
observation of individuals. Annually, Contractor supervision will verify, in witing, that enployees working for themare qualified for
retention. This verification will be acconplished by review of the enployee's personnel file. The verification will be included in the
enmpl oyee file and a copy sent to the TACOM System Security Manager.

(5) System Passwords. All systems will have a nethod of identifying authorized users, acconplished through the use of user
identification or passwords. Passwords will be randomy generated and assigned by the ADPSSO  Passwords shall be changed annually. As
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well, passwords will be retired within one work day when an enpl oyee having a password retires, transfers, resigns, or is discharged.
The Contractor will treat all enployee passwords, including |ogs, registers, and data concerning them as FOUO. The Contractor will

al so ensure that passwords, when entered into conputer systens by enpl oyees, are suppressed from appearing on termnal display screens
and hardcopy out put.

(6) Audit _and Evaluation. The Contractor shall devel op and inpl ement accounting and auditing systems in order to nonitor and
review the operation of all systems covered by this contract. Such accounting and auditing systens shall be designated to detect actual
and potential abuses. These systens shall contain automated and, at the Contractor's option, supplenentary manual features as needed in
order to provide the coverage outlined bel ow

(i) SYSTEM ACCOUNTI NG Procedures used to nonitor the system security based on type of operation and degree of
sensitive material handled. Exanples are:

(A) Job Accounting (ensures that progranms performonly authorized functions).
(B) Resource Accounting (provides for the use of resources).
(© Customer Accounting (identifies and records data requests from Governnent and Contractor enpl oyees).
(ii) AUDIT TRAIL: Describes manual and automated rosters and |ogs. Exanples are:
(A) System User Roster (lists personnel authorized access to the systen).
(B) Visitor Log (lists escorted visitors).
(©) Support Access Log (lists personnel who need to enter the conputer area but do not need to be
escorted, i.e. maintenance personnel appropriately cleared through the ADPSSO to perform necessary
functions).
(iii) |INTERNAL AUDITS: Initiates checks to conputer access and interaction of the system Exanples are:
(A) System Access Log (identifies entry to the systemw th name, data and tine).
(B) File Usage Log (lists opening and closing files).
(© Transmission Log (identifies termi nal receiving requests and files).
(D) Storage Log (records nmenory assigned).
(E) Suspected Violation Log (records type of violations with date, time and terminal nunber).

(7) Contingency Pl anning.

(i) The Contractor will develop a Continuity of Operations Plan to ensure the availability of copies of files,
docunent ation, and naterials essential for recovery of operations under energency or extraordinary conditions. Copies of files
(software) will be designated as backup files. Backup files will be generated daily by Contractor personnel and placed in secure
storage provided by the Contractor accessible by a nmininmumof two authorized Contractor personnel. Authorized Contractor personnel will
mai ntain the backup files for 30 days at which tine data which is no |onger necessary will be elinmnated. The followi ng are exanpl es of
subpl ans which nust be reflected in the Contractor's Continuity of Operations Plan.

(A) Plans which will |essen the adverse effects of the energency or extraordinary condition such as
(i) amjor fire in the conputer room (ii) a conplete power failure in the mddle of daily
processing, (iii) a wholesale equipnment failure, (iv) a major breach of security, or (v) entry

into a state of nobilization by the U.S. Governnent.

(B) Actions to be taken inmediately after the emergency or extraordinary condition.
(O Plans necessary to recover and return to nornal operations.
(ii) The Continuity of Operations Plan will becone part of the Accreditation Package.
(8) Risk Managenent Assessnent. Risk managenent assessnment will be conducted on all automated systens regardl ess of
sensitivity designation. The Ri sk Managenent Program Autonation Ri sk Analysis Survey will be filled in by the ADPSSO and submitted to

the TACOM System Security Manager (ATTN: AMSTA-SC). The conpleted survey nust be submitted to the TACOM System Security Manager by the
ADPSSO (i) 30 days after the start of the contract, (ii) when new hardware, a new operating system or a change in physical structure of
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the facility is activated, (iii) when no record of prior risk analysis exists, or (iv) every three years, whichever applies. The
information in the survey will be designated FOUO The Ri sk Managenment Assessnment will become part of the Accreditati on Package.

(9) Accreditation Process. The accreditation process will be acconplished by the TACOM System Security Manager (ATTN. AMSTA-
SC). The process will review the operations and verify that information can be processed as required by the level of sensitivity and
anal yze the effect conpronise would have on the information contained in the system The docunments used to do the accreditation are (i)
the Facility Security Profile, (ii) the appointnment letter for the ADPSSO (iii) the appointnment letter for the TASO (if appropriate),
(iv) the R sk Managenent Program Automation Ri sk Analysis Survey, (v) the Continuity of Operations Plan, (vi) the Standard Practice
Procedure (SPP), and the Menorandum of Understanding (MOU) concerning the use of personal conputers, if necessary. The accreditation
process will take place as (i) initial accreditation when the contract is awarded, (ii) reaccreditation for replacenent of a major
system increase in sensitivity, breach of security, or significant physical change, or (iii) accreditation review every two years to
include a physical inspection, reevaluation of current sensitivity level, and effectiveness of the current accreditation plan. An
accreditation statenent will be issued through the TACOM System Security Manager within 30 days of the conpletion of the appropriate
accredi tation process.

(10) Security Incidents.

(i) Suspected or actual security violations will be initially reported to the Contractor's ADPSSO who in turn wll
report it, in witing, to the TACOM System Security Manager (ATTN. AMSTA-SC) within five work days. Exanples of violations to be
reported are:

(A) Unexpl ai nabl e output received at a terminal.

(B) Abnormal systemresponse.

(O Inconsistent or inconplete security marking.

(D) Unattended terminal device signed on.

(E) Unsuccessful attenpts to log on fromrenote term nals.
(F) Extraneous data on conputer print outs.

(ii) In cases of suspected or confirned security violations, information included in the initial report will be (i)
location, (ii) systemconcerned, and (iii) description of the violation. Wthin two nonths, the Contractor ADPSSO will submit, in
witing, a final report on the violation to the TACOM System Security Manager. The final report will include a determ nation whether

the breach was actual or illusory and a summary of corrective action taken to preclude recurrence.

(11) Automation Security Training.

(i) The ADPSSO wi || conduct ADP security training for all personnel initially, upon assignnment to the Data Processing
Activity. The briefing will stress individual's security responsibilities and will be tailored to the assigned duties and oriented
toward the local security environnent. Automation personnel will also participate in an annual security education program conducted by
the ADPSSO which pertains to their responsibilities.

(ii) Upon term nation or separation of 60 days or nore, the Contractor personnel will be (i) debriefed, (ii) return all
materials related to their position, and (iii) sign a Security Term nation Statement. This statement will include such information

indicating the term nated/ separated enployee wll:

(A) Read and understand the Espionage Act, other crimnal statutes, and Arny and | ocal regul ations
concerning disclosure of highly sensitive or sensitive naterial upon termnation or separation.

(B) No longer possess ADP progranms witten for Arnmy operations or Contractor provided information
for ADP prograns.

(© WII not communicate or transmt proprietary information to any unauthorized person or agency.
(D WII report to the TACOM System Security Manager (ATTN. AMSTA-SC) any unauthorized attenpt to
solicit classified or proprietary information concerning the position held when enpl oyed by the
Contractor.

(iii) The Security Termination statement will be retained in the term nated/separated enployee's file.

(12) Appointnent of Autonmation Security Officers. An ADPSSO will be appointed by a letter witten by the Contractor at each
conputer site. A TASOw Il be appointed by a letter witten by the Contractor at each renote termnal site. These individuals wll
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ensure that guidance contained here is inplenented. The letters will becone part of the Accreditation Package.

(13) Privately Omed Conputers. Use of privately owned conputers is prohibited without the witten consent of the TACOM
System Security Manager (ATTN. AMSTA-SC). A Menorandum of Understanding (MOU) will be attached to the accreditation statement. The
MOU wi || be between the TACOM System Security Manager and the owner of the personal conputer. Only unclassified information can be
processed under the contract on the personal conputer, and information becones the property of the U S. Covernnent. Wen an MU is
witten, it will becone part of the Accreditation Package.

[End of d ause]
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SECTION J - LIST OF ATTACHVENTS

Li st of Nunber
Addenda Title Dat e of Pages Transmitted By
Exhibit A CDRLS A001 TO A010 14- MAY- 2007 010 ELECTRONI C

I MAGE


http://contracting.tacom.army.mil/confls/awd/W56HZV07CB293/attach_exhib/exha.pdf

PIIN/SIIN Wb6HZV-07- C- B293
MOD/AMD
ATT/EXH ID Exhibit A
PAGE 1
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